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Business continuity plan/BIA and process with Inclus.

Secure the continuity of your business in case of unexpected disruptions or
external shocks. Identify the critical resources and understand the business
impacts.

Inclus Business Impact Analysis will help you to assess, or even quantify, the business
impact of your critical IT, Infrastructure, or personnel. Understanding their implications to
your key processes or entire business, allows to create business continuity plans or
incremental process improvements.

Systems mapping allows visualizing various interdependencies as well as common
resources between processes. As a result, you get a list of the most critical resources
based on their overall severity of their impact and suggestions for the contingency plan.

Step 1:
Identification session:

- Identify critical resources and/or processes that would be targets of disruptions.
- Critical process examples

o IT processes (Security)

o Procurement & financial processes

o Compliance processes
- Critical resource examples:

o Organizations personnel

o IT providers

o Premises of the organization

Identification of the critical resources

Information reserves, information systems & telecommunications
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- Prioritize these critical processes with thumbs up and comment to clarify what kind of
disruptions could happen to these processes.
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Step 2:
Assessment phase:
Setup:

- Decide and modify the criteria on how to assess the disruptions on certain business areas.
o These could be for example:
= Duration of the caused disruption for business area
= |mpact of the disruption for the business area
= Size of the business area (in euros)
= Total disruption cost (aggregate criteria calculating the total cost impact of
the disruption).

SESSIONS 2 ITEMS 33 CRITERIA 2 GROUPS 2 OPEN QUESTIONS 0 INVITATIONS 0

Show all in this session: &

Criteria

® Duration of the worst possible interruption caused by this service provider 14
1:1day

2:2days

3:3days

4 4days

5:5days

= @ Impact of the worst possible interruption caused by this service provider 7
1:10% loss
2:20% loss
3: 30%loss
4:40% loss
5:50% loss

Add new criterion

Criterion formulas

= @ Severity score (impact X duration) 4
1: Insignificant
4: Minor
9: Damaging
16: Severe
25 Critical

B impact of the worst possible inferruption caused by this service provider

[ EYSERY 1 ration of the worst possible interruption caused by this service provider|

Add new criterion formula
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Invitations:

- Invite functions to assess the effect of disruptions/interruptions from their own perspective
in critical processes to business areas.

A > My workspaces > Business Continuity Management » Business Impact Analysis (ENG) > > Questionnaire
Business Impact Assessment
Hi,

Assess the worst possible interruptions that IT service providers can cause to your business area / business unit.

Organization

Finances m PMO Legal HSEQ

You are logged in as matias.sarvanne@inclus.com. Your answers will be saved automatically and available when logged in.

Choose which perspective you are answering from

Procurement processes -

©® Information reserves, information systems & telecommunications
IT service (CRM)

Duration of the worst possible interruption caused by this service provider
@) o o @) o

1day 2 days 3days 4days 5 days

Impact of the worst possible interruption caused by this service provider

@] O o O O

10% loss 20% loss 30%loss 40% loss 50% loss

IT service (ERP)

Duration of the worst possible interruption caused by this service provider
~

~ ~ ~ ~

Step 3

Analyze and view comprehensive overview of the assessment results.

Sessions + Categories Participants
oo Al categones
el o sessions " ® Financial Processes Organization +
Tavarantoimittaja 4 usiness lmpact Assessme ® Procurement 8 Service Processes All groups
. . ® T Rrocesses I Finances (3
Kuljetusliike 3 ® Compliance processes B Procurement (3}
& Information reserves, information W
systems & telecommunications 18 P10 (2)
® The premises of the arganization W Legsl (2)
o)
2 Criterion:  Severity score (impact X duration) ~ Edit columns
°
=)
O Item Effect caused Effect received Net effect| owners Tasks'
#26 Organizations warehouse 168 O 0.00 [ No item owner *
: T Sl #31 Infrastructure & povier supph 151 O 000 51 o
Prosessi / Liiketoiminta-alue povermRy o nem ennet
#29 Permit authorities 149 O 000 [ 140 Nolemowner  *
Tavarantoimittaja 5 - #22 Data center 128 O 000 125 Mo tem oner
3000 $¢
#1 1T service (CRM) 142 0 000 | — No ftem owner
N
o #77 Dayto-day applications (eg. Excel, 141 O 000 [ 11 No lem owner
o
S Teams, etc)
3
: 21T service (ERF) 140 © 000 I 140 Mo tem owner N
#7 E-mail provider 138 O 0.00 [ [EO Mo item owner
5 #25 Internet provider 133 0 0.00 | Mo ftem owner

#77 Organizations office space m o 000 | Noitern owner
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Decide and assign mitigation actions based on the results.

Jatkuvuudenhallinta ja BIA L2 visualisaatiot

[B Tekstiraportti

= Temavienhallinta

[ Jsa~

Tehtavatilastot

« Yhieensa: 2

« Valmiita: 0 (0%)

« Yli magraajan: 2 (100%)

* Perutut tehtavat: 0

vli maaraajan (2)
uherk

Tekij4 Tehtdvi Vastuuhenkilst Masrsaika valmius

#40T4 #1 Tehtava @ jesse haskana@inclus.c 24, tammi 2022 Ei aloitetty

om

© #8 Tavarantoimittaja 1 #2 tehtéva 23, helmi 2022 -

Lisaa tehtava

Step 4:

Save your business continuity plan document as an attachment as a task to be edited in ongoing
basis.

Step 5:

Automatize the next round of identification and assessment to adjust the business continuity plan
for changing business environment.



